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Wireless Networking has 
made it incredibly easy for 
homes and businesses to 
eliminate having cables all 
over the place and allowed 
users the luxury of portable 
computer use. However, it 
also carries a new way for 
hackers to compromise your 
network’s security for mali-
cious purposes. Wireless net-
works can create an opening 
for anyone near your home or 
office building to try and steal 
data or use your internet con-
nection without your permis-
sion or knowledge. 

So, does this mean wireless 
networking is unsafe? No, but 
it does mean that it’s critical 
to use the latest security stan-
dards. Most wireless routers 
have the security turned off 
by default, so there is nothing 
preventing someone from 
accessing the network’s infor-
mation and doing whatever 
they choose once inside. Us-
ing this option would be no 
different than running a net-
work cable outside and put-
ting up a sign that says “Free 
Network Access! Now With 
Confidential Data!” for any-
one who passes by. Fortu-
nately, there are several op-

tions for wireless security 
which can close the doors on 
hackers. 

The first 
level of 
security 
available 
is called 
WEP. It 
consists 
of a short key using only 
numbers and the letters A-F 
and it was considered the 
standard in wireless security 
when it was developed in the 
late 1990s. Unfortunately, 
WEP is not nearly as secure 
as you would think. It is cur-
rently considered to be highly 
“crack-able”, meaning that it 
is very easy for anyone with a 
basic knowledge of com-
puters to break into it. 

The next option for wireless 
security is something called 
WPA. This is the security 
option a home and business 
should be using. It involves 
using a pre-shared access key 
that all users need in order to 
connect. WPA allows for a 
security code using all letters 
of the alphabet, as well as 
numbers, which makes the 
key easier to remember and it 
is not easily hacked. WPA 

will change the actual net-
work key that is floating 
through the air as wireless 
traffic passes through the 
network making it extremely 
difficult for the average pro-
gram to actually capture and 
decode the key. As long as 
you keep the security key 
from being too simple (IE. 
Using password) your data 
will be safe and secure. 

The final option for wireless 
security is using a filter that 
will only allow a pre-defined 
list of computers to connect to 
the network. This, used with 
WPA security will only allow 
the chosen computers to be 
able to connect to a network 
and will still require a pass-
word as an extra layer of se-
curity. 

There are a lot of options to 
consider when deciding how 
you want your wireless access 
set up. Don’t just try to make 
dramatic changes to your 
network’s setup alone. Let 
M&H help you decide how 
much security you need and 
help you make sure that your 
company’s data is as safe and 
secure as possible.  

Wireless Security 

Inside the �umbers 

Tim Clarkin 

Market research company Forrester recently released a report that looks at the US population’s par-

ticipation in the so-called “social media” phenomenon. This suggests that the majority of other 
participants in virtual worlds fit somewhere between Joiners and Critics, and half the US popu-
lation is not engaged in media activity at all, and that is something that will change in time. 
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With the warm summer 
months upon us, now is a 
great time to review the 
things you can do to keep 
your computers running as 
smoothly as possibly. Heat 
and dust can all contribute to 
major hardware problems if 
left unchecked. 

One of the most common 
tricks manufacturers use to 
simulate the effects of aging 
is heat testing where the sys-
tems or parts are literally 
baked in order to duplicate 
the effects of years of use and 
gauge how performance is 
effected over time. Heat will 
put an enormous strain on the 
components of your work-
station or server and prevent 
it from operating at its maxi-
mum efficiency or lifespan. 
When the environment 
around a PC or server isn’t 
“friendly”, the machine’s 
cooling systems will be ineffi-
cient and the components will 
run much warmer than they 
should be. 

The second major environ-
mental threat to a computer’s 
health is dust. Because com-
puter cases generally have 
multiple fans for both taking 

in cool air and blowing out 
warm air, dust can get trapped 
inside a computer case and 
can get stuck on the compo-
nents of the PC, as well as 
clogging the cooling fans and 
preventing them from operat-
ing as they need to in order to 
protect your PC. This can lead 
to issues with overheating. 
Dust can also cause issues 
with other components such 
as the hard disk, CD drives, 
floppy drives, and tape drives. 

So what can you do? First 
thing is to ensure the com-
puters are kept in a range 
between 68-74 degrees Fahr-
enheit at all times. The next 
thing you can control is to 
place the computer in a spot 
with room for air to be flow-
ing around all sides of the 
case. Don’t simply pack it 
into a corner to keep it out of 
the way, try to give the ma-

chine at least 6 inches clear-
ance behind the machine, as 
well as above and on either 
side of the machine. This will 
help to make sure that the 
cooling fans have room to 
actually get heat away from 
the machine, rather than turn-
ing the machine into an ex-
pensive space heater. Avoid 
putting piles of stuff on top of 
the machine as this will also 
serve to trap more heat in the 
case. Finally, try to keep the 
area around PCs and worksta-
tions as free from dust as pos-
sible. Wiping the area around 
the PC and regular vacuuming 
can go a long way in prevent 
excess dust from collecting. 
M&H will often open up the 
case and clear out the PC with 
compressed air if we see ex-
cess dust during a visit as part 
of our Tech for a Day pro-
gram. Call us at 1-800-9MH-
TECH for help in making 
your computer’s environment 
friendly. 

How Friendly is your Computer Environment 

TAKE $$$CASH$$$ FROM M&H CONSULTING 
Refer a new Tech-For-A-Day client to M&H Consulting and mention this offer to 
us, and you will receive $25 for each PC the new client has. Call for details. 

Tim Clarkin 


